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Introduction 
The CoCo Protocol is a  unique combinat ion  of enhancements to exist ing IP  

system design  in tended to increase usability, reliability, mobility, and secur ity. 

It  insta lls as a  vir tua l network adapter  on the whole range of Windows and 

Linux operat ing systems. Taken separately these techniques mirror  sta te-of-

the-ar t  developments in mobile ad-hoc networking (MANET), fast  IP  mobility, 

peer-to-peer  secur ity, and media -independent  handover  (MIH). Together, they 

form an  offer ing not  otherwise ava ilable today. 

That  sa id, as the IETF working groups come to resolu t ion on best  pract ices 

for  each  of these components, CoCo is firmly commit ted to suppor t ing open 

standard architecture. One cur rent  example is 802.21, which  promises a  

sufficient ly flexible and powerfu l set  of pr imit ives to be considered a  solid 

improvement  upon CoCo’s pr iva te design . While th is standard is st ill fa r  from 

adopt ion , we are moving to a lign  our  in terna l st ructures for  rapid compliance 

when tha t  day comes. We believe tha t  our  network ar chitecture holds its 

mer it  before, dur ing, and after  standardiza t ion of the key elements.  

About this document 

This document  is in tended for  a  t echnica l audience —including CoCo 

developers, CoCo technica l sa les sta ff, and the technica l staff of CoCo 

business par tners and customers. This document  gives an  overview of the 

funct ionality and design  of the CoCo Protocol. It  provides a  high -level 

descr ipt ion  of the protocol layers, the in terfaces between them, and the 

in ter face the CoCo Protocol offers to the user  level. 

The “Mot iva t ion” sect ion  expla ins the mot iva t ion  for  the CoCo Protocol by 

h ighlight ing the network fea tures it  support s tha t  a re unavailable with  

exist ing technology. The sect ion “CoCo Protocol Layers” gives a  summary 

descr ipt ion  of the protocol layers. The sect ion “Layer  Fea tures and In terfaces” 

expla ins each  layer  in more deta il. 

Motivation 

Data and voice communica t ion systems play increasingly impor tant  roles in  

the milit ary, government , and civilian sectors. Since the or igina l development  

of the Transmission Cont rol Protocol (TCP) and the In ternet  Protocol (IP) in  

the ear ly 1970s, computer  networks have advanced significant ly. The  

simultaneous deregula t ion  of convent ional t elephone systems spurred a  wide  

ar ray of new telephony services. Mobile cellu la r  networks have a lso become 

increasingly sophist icated and widespread. Despite these developments, 

modern  networks cannot  provide adequate infrast ructure for  many cr it ica l  

applicat ions such  as first  responder  communicat ion. The CoCo Protocol  

addresses shor tcomings of exist ing network technologies; it  enables modern  

and emerging communica t ion  technologies in  the most  demanding 

applicat ions. 
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In  the 1970s, robustness and fault -tolerance were key design goals for  the 

TCP/IP protocols. The DARPA funding agen cies were especia lly interested in 

networks tha t  could mainta in  funct ion by rout ing packets  a round nodes h it  in  

a  milit a ry st r ike and m anage the result ing congest ion. 

Today’s networks have addit iona l requirements, including: 

 Quality of service: the ability to suppor t  a  wide var iety of applica t ions, 

including voice, video, and data  

 In teroperability: the ability to use a ll common physica l t ransport  

t echnologies and hardware devices 

 Dynamic, sca lable rout ing: the ability to support  rapid user  movement  

and ad-hoc network format ion  

 Secur ity: the ability to authent icate users and resist  network a t tacks  

Some technologies a t tempt  to implement  some of these fea tures by extending 

t radit iona l t ranspor t  protocols. CoCo’s system architecture addresses a ll of 

these requir ements. 

Quality and Type of Service 

The ability to specify the quality of service (QoS) and type of service (ToS) is a  

recent  development  in  network protocol design. QoS and ToS a llow user  

applicat ions to access an  applica t ion program in ter face (API) that  permits 

them to specify the in tended use of a  network pa th . For  example, user  

programs may request  a  voice or  da ta  path . The In ternet  protocols, by 

compar ison , were designed to suppor t  only da ta  and so VOIP is built  on  the 

voice-over-da ta  model. CoCo’s implementa t ion  focuses on  creat ing and 

mainta in ing voice circu it s and uses those circu it s to car ry da ta  t ra ffic to 

reproduce the da ta -over-voice model so successfu lly deployed by 3GPP. 

Interoperability 

The CoCo Protocol suppor t s a  wide var iety of physica l t ra nsport  t echnologies 

including cellu la r, WiFi, Ethernet , and sa tellit e—wh ich  enables const ruct ion  

of internetworks based on  different  underlying physica l t ranspor ts. For  th is 

reason, the CoCo Protocol is ca lled an  over lay protocol. CoCo technology 

fosters interoperability a lso because it  is a  pure software technology tha t  runs 

on  widely ava ilable, off-the-shelf hardware devices commonly used for  

wireless communica t ion such as PDAs, cell phones, laptops, and wireless 

access poin ts. A CoCo device, or  CoCo node, is any computa t ional device 

provisioned with  the CoCo Protocol software. The sect ion “The Physical 

Layer” discusses in teroperability in more deta il. 

Mobility and Rapid, Dynamic Configurations 

All network devices may serve as routers in CoCo networks. As devices turn 

on  and off, or  move from one loca t ion  to another, the network dynamically 

reconfigures without  the in tervent ion of network administ ra tors. In  
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convent ional cellu la r  networks, towers a re situated at  fixed locat ions, so the 

network’s rout ing resources a re sta t ic and not  configurable. CoCo networks 

work more flexibly and with a  finer  granular ity of networking resources. In  

convent ional cellu la r  networks, each  connected device draws upon a  fixed 

supply of bandwidth. Since a ll CoCo devices can  serve as routers when 

necessary, each  device adds bandwidth  resources and rout ing capability. 

Moreover, inexpensive wireless routers may serve as CoCo nodes and be 

easily reposit ioned to loca t ions where more bandwidth  is required; for  

example, an emergency site. 

Identity Security 

The CoCo Protocol uses FIPS 140-2 cryptographic pr imit ives to suppor t  

ident ity va lidat ion  and service author iza t ion . The TCP/IP protocols do not  

address pr ivacy and authent ica t ion , but  leave these fea tures for  applica t ion  

developers to implement  a t  the user  level, so there is no uniform standard for  

In ternet  secur ity. Conversely, secur ity pr imit ives a re built  direct ly into the 

CoCo Protocol on  mult iple levels to ensure consistency. Refer  to the sect ion  

“The Circuit  Layer” for  more deta il. 

Ident ity secur ity has far -reaching consequences. For  example, e-mail spam in  

it s present  form would be impossible since senders would be unable to forge 

their  ident it ies. Web servers on the In ternet  know the only the external IP  

address of the source of each  page request . The In ternet  protocols make no 

guarantees about  the ident ity of a  user. By contrast , a  CoCo network server  

knows the ident ity of each  user  request ing a  page. Protocol-level ident ity 

secur ity a llows advanced author iza t ion technologies across the ent ire 

network. 

Network Security 

The CoCo Protocol resist s denia l-of-service a t tacks, man-in-the-middle 

a t tacks, and t raffic ana lysis a t t acks  using best  pract ice defenses including 

but  not  limited to secure pa ir -wise link keying and end-to-end bulk 

encrypt ion . The topic of peer-to-peer  secur ity is beyond the scope of th is 

document . 

Scalability 

The CoCo Protocol sca les effect ively to la rge network sizes while mainta in ing 

connect ivity and the ability to route packets efficient ly in a  dynamica lly 

changing network. This is a  result  of CoCo’s novel addressing scheme and 

cluster ing mechanism. To avoid the need for  a ll nodes to exchange messages 

with each  other, which  results in  O(N
2
) communica t ion complexity in  

networks of size N, the CoCo Protocol decomposes the network in to a  

h ierarchy of regions ca lled clusters. The sect ion “The Rout ing Layer” expla ins 

addressing and cluster ing in  more detail. 
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Addressing in CoCo Networks 

A key concept  in  the CoCo Protocol is the logical separa t ion  of a  device’s 

ident ity from its loca t ion . This advancement  is echoed by modern 

developments in IEEE and IETF working groups, and is fundamenta l to 

crea t ing a  posit ive mobile IP  exper ience. These groups recommend a  move to 

IPv6 to achieve these goals. The CoCo implementa t ion offer s this 

funct ionality in exist ing IPv4 configura t ions. 

Conceptua lly, CoCo provides media -independent  handover  between var ious 

physica l t ranspor ts without  disturbing the IP  stack. The implementa t ion  is 

t ransparent  to exist ing IP  networks, cur rent ly using UDP  encapsula ted 

source rout ing and in the fu ture using IPv6 address t ranslat ion. In the 

absence of a  mobility provider  service, legacy IPv4 machines can st ill be 

accessed t ransparent ly but  the handover  funct ionality rever ts to t radit iona l 

IP  mode. 

Tradit iona l IP  addresses refer  to a  specific in ter face ra ther  than  the host , 

thus each  in ter face has a  dist inct  address and can  be thought  of as a  separa te 

network locat ion. This means tha t  switching t ra ffic from one in ter face to 

another  effect ively changes the iden t ity of the connect ion and requires a  

complete session  reconnect . However, IP  a llows for  enough abst ract ion tha t  

we can  use loca l pr ivate addresses to refer  temporar ily to remote host s ra ther  

than  one specific in ter face on tha t  remote host . Network address t ransla t ion  

a llows for  in teropera t ion  with  the unmodified sender  and receiver  IP  stacks.  

The sect ion “The Rout ing Layer” gives more informat ion about  CoCo 

loca t ions. 

Architectural Overview 
Externa lly, t he CoCo stack fits idea lly between exist ing OSI layer  2 and layer  

3 implementa t ions, where ARP cur rent ly resides. In terna lly, it  divides in to 

four  layers: Rout ing, Circuit , Ident ity, and Addressing. 

Address Translation

Identity Management

Circuit Routing

Packet Routing

Cluster 

MANET

Wi-Fi 

Hotspot

Carrier 

Data

Satellite 

Data
 

Figure 1: Conceptual Layers 



coco communications Resilient Mobile IP 

CONFIDENTIAL & PROPRIETARY © CoCo Communications Corporation 5 

Routing Layer 

The rout ing layer  consist s of severa l concrete t ransport  objects with ident ica l 

abst ract  in terfaces. These t ransport s genera lly divide in to IP  infrast ructure 

and IP  MANET ad-hoc types. They communica te with  the var ious network 

media through standard host  operat ing syst em network interface dr ivers, so 

most  modern  technologies are suppor ted t ransparent ly. These t ransports 

provide abst ract  interfaces to simple management  funct ions such  as channel 

reservat ion, peer  discovery, mult icast  group funct ions, and quality met r ics 

such  as round-t r ip t ime. 

Recent Developments 

Histor ica lly, our  products prefer red the MANET poin t  of view and so used 

encapsula t ion to extend the mesh over  var ious infrast ructure t ranspor ts. 

Today’s th inking reflects a  substant ia l sh ift  in  tha t  design, inst ead prefer r ing 

the IP  perspect ive by assigning temporary addresses to mesh peers.  

This means tha t  the implementa t ion for  In ternet -connected infrast ructure 

t ranspor ts is simply a  pass-through tha t  a llows IP  rout ing to do what  it  does 

best . 

Virtual Infrastructure 

When a ll infrast ructure networks fa il, devices powered by CoCo may fall back 

in to vir tua l infrast ructure mode. This unique offer ing enables common IP 

services such  as DHCP and DNS for  dynamic MANET configura t ions tha t  

sca le up to thousands of devices  without  t rouble. This t echnology is a  hybr id 

of t radit iona l mesh rout ing protocols with  landmark -based communicat ion  

reduct ion. Cluster ing decomposes a  network into a  h ierarchy of regions in a  

manner  ana logous to the way cit ies and states provide a  geogra phica l 

h ierarchy that  facilit a tes addressing. The cluster ing mechanism assigns each  

network node a  location  based on the layers of clusters tha t  conta in  it . 

For  the rout ing mechanism to sca le efficient ly, adver t isements and loca t ions 

cannot  propagate completely through the network. (If they did, the number  of 

messages exchanged in  a  network of N  nodes would be O(N
2
).) A given  node’s 

loca t ion is not  commonly known, and it s adver t isements a re not  sent  to a ll 

other  nodes. The cluster ing model cont rols the extent  to which  loca t ions and 

adver t isements propagate to limit  message passing overhead. The rout ing 

system uses a  mechanism ca lled location-based  routing which  uses the best  

dest ina t ion approximat ion  contained in  a  node’s loca t ion. The remainder  of 

th is sect ion expla ins the deta ils of these techniques. 

Clustering System Overview 

The main purpose of the cluster ing system is to create a  locat ion -based 

addressing system tha t  assists dynamic rout ing. One of the design  goals of 

th is system is to limit  the number  of messages required by the rout ing 

system as the network grows in size. It  does this by limit ing the propagat ion  
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distance of adver t isements. The cluster ing system enables a  node S to route 

da ta  to a  dest inat ion node D effect ively, even if the destination node D does 

not appear in  the routing table of S . This is the key benefit  of location-based  

routing. 

This sect ion  gives a  h igh  level, intu it ive explanat ion  of the cluster ing concept . 

A more mathemat ica lly r igorous development  of cluster ing appears in  the 

sect ion “Cluster ing Graph Theory”. 

The cluster ing mechanism defines clusters as regions in a  network. It  a lso 

assigns to each network device a  location  defined in terms of these clusters. 

The cluster ing mechanism defines a  hierarchy of cluster ing levels. Before 

descr ibing th is in  deta il, it  is helpfu l to consider  a  geographica l ana logy.  

Regions such  as count ry, state, county, and city determine geographic loca t ion  

as a  ser ies of increasingly precise refinements. Each of these regions conta ins 

dist inguished cit ies that  represent them, for  example, capitols can represent  

sta tes and county seat s can  represent  count ies. We may represent  the 

geographic loca t ion  of a  city as a  sequence of cit ies, each  one the 

representat ive of a  successively smaller  region . For  example, the loca t ion  of 

the city Bellevue, Washington  could be denoted by the ordered sequence of 

cit ies: [Washington D.C., Olympia, Sea t t le, Bellevue] since each  represents 

one of the regions contain ing Bellevue: 

 

 Washington  D. C. “represents” Amer ica  (a  level 3 region) 

 Olympia “represents” Washington  state  (a  level 2 region) 

 Seat t le “represents” King county  (a  level 1 region) 

 Bellevue “represents” itself   (a  level 0 region) 

In  th is example, a  node in  London, England could send da ta  to Bellevue, 

Washington  without  knowing the best  route to Bellevue itself, simply 

knowing a  good way to reach  Washington D. C. 

Clustering Terminology and Concepts 

The goal of the cluster  h ierarchy is to provide a  way of specifying a  network 

loca t ion for  each node in  a  CoCo network. This sect ion  develops the necessary 

terminology and concepts. 

A CoCo network cluster is a  set  of a t  least  two nodes where a t  least  one of the 

nodes is direct ly connected to each  of the others. The cluster ing system takes 

an  in it ia lly undifferent ia ted collect ion of nodes and assigns each to a  dist inct  

cluster. In  each cluster, it  a lso designates one of the nodes tha t  is direct ly 

connected to a ll the others as the cluster representative. 

Once the in it ia l set  of clusters is formed, the cluster ing mechanism may be 

applied to the clusters themselves. In  th is case, the or igina l clusters a re 

considered individual nodes, where each  cluster  representat ive stands for  the 

cluster  it  r epresents.  
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Successive applica t ions of this cluster ing process result s in  a  h ierarchy of 

cluster  levels. See Definit ion  2 and Fact  3 in the sect ion “Cluster ing Graph 

Theory” for  a  mathematica lly precise formula t ion  of th is process. Each cluster  

has a t  least  two members, so the number  of clusters at  each  level is a t  most  

ha lf the number  of nodes. Therefore, there a re at  most  log
2 
N  levels in a  

network with  N  nodes. 

In  the geographic ana logy, the first  level of clust er ing cor responds to the 

format ion of count ies from collect ions of towns, and the second level of 

cluster ing cor responds to the format ion  of states from collect ions of count ies.  

The network location  of a  device D is a  sequence of cluster  representa t ives 

[D
n
, D

n-1
, ..., D

1
, D

0
], where D = D

0
 and D

i
 is the representa t ive of the cluster  of 

level i which conta ins D. The smaller  the va lue of the subscr ipt  i, the closer  

the distance from D
i 
to D

0
. So the locat ion  of a  CoCo node D may be viewed as 

a  sequence of posit ions tha t  converge to D, just  as the set  of cit ies in the 

geographic example is a  sequence tha t  converges on Bellevue. 

A Clustering Example 

Figure 2: Cluster ing Example illust rates the cluster ing h ierarchy in  a  simple 

network. Circles and ellipses indicate clusters; boldface borders indica te 

cluster  representat ives. There a re two level 1 clusters, one conta ining X, Y, 

and Z, and another  conta in ing U, V, and W. 

Z

VY

X U W

 

Figure 2: Clustering Example 

The result  of replacing clusters with  their  representat ives in  the cluster ing 

decomposit ion is the reduced network shown in  Figure 3. 

Z U

 

Figure 3: Clustering Example, continued: Level 1 Clusters 

Repeat ing th is process aga in  yields a  single node, as shown in  Figure 4: 

U

 

Figure 4: Clustering Example, continued: Level 2 Cluster 
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This example illust rates the concepts of the format ion of clusters and a  of 

cluster-level h ierarchy. 

Tree Representation of Clusters 

The t ree in Figure 5 represents the clu ster  h ierarchy for  the network of 

Figure 2. In  th is t ree, each  non -leaf node represents a  cluster, and the 

children of tha t  node represent  the cluster ’s members. For  example a t  level 1 

node Z represents a  cluster  conta in ing X, Y, and Z. 

Conceptua lly, a  node X’s loca t ion  conta ins a  sequence of network loca t ions 

tha t  become progressively closer  to X. The sect ion  “Loca t ion-based Rout ing” 

expla ins how the loca t ion  concept  contr ibutes to rout ing sca lability. 

Let  the height of a  node X be the distance of the shor test  pa th from X to a  leaf 

node (so that  leaf nodes have height  0, parents of leaf nodes have height  1, 

and so on). The rank  of a  node in  a  network is defined as the height  of the 

h ighest  node it  occurs in  the cluster  t ree. Equiva lent ly, the rank of a  node is 

the level of the h ighest  cluster  it  r epresents.  

In  these figures, the nodes X, Y, V, and W have rank 0, the node Z has rank 1, 

and node U has rank 2. The network loca t ion  of a  node may be obta ined by 

following the sequence of nodes a long the pa th from the root  of the cluster  

t ree to the leaf that  represents tha t  node. 

[U,Z,X]     [U,Z,Y]     [U,Z,Z]     [U,U,U]     [U,U,V]     [U,U,W]

X

Z

Y Z U

U

V W

ULevel 2

Level 1

Level 0

 

Figure 5: Cluster Tree with Network Locations 

For  example, in  Figure 5, the loca t ion  of X is [U, Z, X], since  

 X is it s own level-0 cluster  

 X is par t  of a  level-1 cluster  whose representat ive is Z 

 Z is par t  of a  level-2 clust er  whose representat ive is U 

Clustering Graph Theory 

This sect ion  gives the mathematica l background that  is the basis for  the 

cluster ing concepts.  The goal of th is sect ion  is to understand what  clusters 

a re and to understand how the cluster ing levels give  r ise to network 

loca t ions. 
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Let  G = <V, E> be a  graph where V is the set  of ver t ices of G and E is the set  

of edges of G. 

De fin ition  1: A cluster of G is a  set  of two or  more nodes of G such tha t  one 

of the nodes is direct ly connected to each of the others.  The nodes in  a  cluster  

a re m em bers of the cluster.  One of the cluster  member  nodes that  is direct ly 

connected to a ll the others is dist inguished as the representative of the 

cluster. 

Fact 1: It  is possible to decompose any connected graph in to a  set  of clusters 

such  that  every node is conta ined in a  cluster.  (A st ra ight forward induct ive 

a rgument  shows this.) 

Fact 2: Any cluster  decomposit ion  of a  connected graph G conta ins no more 

than  | G| /2 clusters.  (This follows from the fact  tha t  every cluster  has  a t  

least  two nodes.) 

De fin ition  2: Let  G = <V, E> be a  connected graph and let  there be a  cluster  

decomposit ion of G.  The cluster-induced graph of G with  respect to th is 

decom position  is a  graph G’ = <V’, E’> where V’ is the set  of clusters of G, and 

E’ has an  edge from C
1
 and C

2
 (where C

1
 and C

2
 members of V’) if there is an 

edge of G tha t  connects a  node of C
1
 with  a  node of C

2
 in  G.   

This technique of const ruct ing induced graphs may be used to form a 

h ierarchy of cluster  levels.   

Fact 3: If G is a  connected graph, it  is possible to define a  sequence of graphs 

G = G
0
, G

1
, G

2
, ..., G

n
, where G

n
 is the t r ivia l graph consist ing of a  single node, 

and G
i+1

 is a  cluster-induced graph of G
i
 for  each  i = 0, ..., n -1, where the 

length  of the sequence, n , is no more than log
2
| G| . 

Re m ark: As members of V’, C
1
 and C

2
 (in  Defin it ion  2) are nodes in G’, but  

they are a lso clusters of nodes in G.  It  is convenient  to nam e the clusters by 

giving them the same name as it s representat ive node.  For  example, if G is 

the graph of the network shown in Figure 9 of sect ion 3.3.3, then  Figure 10 

shows the graph G’ = G
1
, the induced graph of G.  The node “Z” of the graph G 

is a lso the name of a  cluster  in  G, or  equiva lent ly, a  node in  the induced graph 

G
1
, shown in  Figure 10.  

De fin ition  3: A node is a  level i cluster representative for  G if it  is a  node in 

G
i 
.  Note that  a  level 0 representa t ive is simply a  node of G, and a  level 1  

cluster  representat ive is a  cluster  representa t ive as defined in  Defin it ion  1 

above. 

Fina lly, we can  obta in  network locat ions for  each  node can be obta ined from 

the cluster  levels: 

De fin ition  4: The network  location or  full-cluster address of a  node X in  a  

network G is [X
n
, …, X

0
] where X

i
 is the level i cluster  representat ive of X for  i 

= 0, …, n. 
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Clustered Route Advertisement 

The advert isement  system provides a  mechanism that  permits network nodes 

to determine the cost  of sending packets to other  nodes. To improve 

sca lability, adver t isements propagate select ively, and nodes do not  adver t ise 

to a ll other  nodes, just  nodes with in cer ta in  clusters. 

The advert isement  system enables nodes to inform each other  about  

distances and costs in the network. Loca lly, each  node develops knowledge 

about  how far  other  nodes are and how cost ly it  is to reach  them using 

ava ilable links. Each node stores th is informat ion  in  a  routing table, which  

conta ins an ent ry for  each  dest ina t ion -link pa ir  (for  each dest ina t ion  about  

which  it  has received adver t isements). For  a  given  dest inat ion  D and link L, 

the D-L ent ry in  the rou t ing table conta ins the cost  of reaching node D via  

link L. 

Since the informat ion  in  adver t isements becomes outda ted quickly as 

network loads and topologies change, adver t isements propagate from each 

node at  fixed per iodic interva ls. Recipients of adver t isements obta in a  new 

snapshot  of the nearby topology with  each new set  of adver t isements. To 

prevent  anomalies such as rout ing loops and the counting to infinity problem, 

the adver t isement  system keeps t rack of the most  cur rent  and consistent  set  

of adver t isements, referred to as an  advertisem ent ed ition .  

The goal of the rout ing layer  is enabling nodes to make near ly-opt imal 

rout ing decisions, i.e. the same decisions it  would make if it  had global 

network knowledge. If a  node had knowledge of the full network topology, it  

could use Dijkst ra’s “shor test  pa ths” a lgor ithm to determine opt imal routes in  

the network. In  the CoCo scheme, no node has complete network informat ion . 

However, by exchanging informat ion  with neighbor ing nodes, and by working 

in  conjunct ion  with the cluster ing system, the protocol finds routes that  a re 

close to opt imal while exchanging far  fewer  messages than  would be required 

if each node sent  adver t isements to a ll other  nodes. The number  of messages 

is limited by rank-based advertisem ent propagation , the pr inciple that  a  

node’s adver t isements propagate throughout  the network based on its rank. 

The h igher  a  node’s rank, the more widely it  is adver t ised through the 

network. This limits adver t isement  propagat ion  and helps cont rol protocol 

overhead. 

Location-based Routing  

In  genera l, a  node’s rout ing table does not  contain  an  ent ry for  every device in 

the network. However, using the not ion  of network loca t ions, a  node S can  

route da ta  to a  dest ina t ion  node D effect ively even  if the destination  node D 

does not appear in  its routing table. If device S wants to send da ta  to a  device 

D with network locat ion [D
n 
, …, D

0
], it  uses the a lgor ithm in  Error! 

Re fere n ce  sou rce  n ot fou n d.. 
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  // S tries components of D’s location, starting with the closest

  for i = 0, ..., n

  {

      if (Di occurs in the routing table)

      {

          L = best link to send to Di according to the table;

          send the packet over link L;

          break;

      }

  }

 

Figure 6: How Node D Chooses a Route to S 

The h igher  the va lue of the subscr ipt  i, the more widely adver t isements for  D
i
 

propagate through the network; therefore, the more likely S will have 

received one and have an  ent ry in  it s rout ing table for  D
i 
. Once S sends a  

packet  to D
i
 there is a  high  probability t ha t  D

0
 occurs in D

i
’s rout ing table. If 

not , D
i
 applies the same loca t ion -based technique to obta in a  route to D

j
 (for  

some j < i). If N  is the number  of devices in  the network, then n  < log
2 
N  

bounds the number  of potent ia l re-rout ings. 

In  pract ice, fur ther  opt imiza t ions are possible. Consider  the scenar io above in  

which  S sends a  packet  P  to D
i
 (because D

i
 is the closest  component  of D to D 

it self tha t  occurs in  S’s rout ing table). As the packet  P  moves toward D
i
 it  

passes through nodes a long the pa th from S to D
i
 that  will likely have bet ter  

informat ion about  reaching D. This is a  consequence of rank-based 

adver t isement  propagat ion: the closer  a  node is to D, the more likely it  has 

received adver t isements from D.  

S

D
Blue arrows show route 

generated by unmodified 

location-based routing;

Red arrows show refined 

location-based routing.

 

Figure 7: Refinement in Location-based Routing 

As the packet  gets closer  to D, the more refined the informat ion in  the rout ing 

tables of nodes on  it s path  becomes. Hence the actua l pa th t raversed by the 

packet  from S to D may be much shor ter  than the pa th that  passes through 

the components of D’s loca t ion: S  D
i
  D

i-1
  …  D

0
 = D implied by 

Figure 6. The blue a r rows in  Figure 7 indica te the route based on pure 

loca t ion-based rout ing; the r ed ar rows indica te the route based on refined 

loca t ion-based rout ing. 
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Circuit Layer 

In  the CoCo Protocol, a  circuit is a  communica t ion  pa th over  which  data  

moves from one device to another. The circu it  layer  is the fir st  layer  in the 

CoCo Protocol tha t  suppor ts end-to-end communica t ion, which may be 

encrypted on a  per-circuit  basis. This represents a  separa te applica t ion  of 

encrypt ion  from that  used a t  the link layer  discussed in sect ion 3.2. The 

circu it  layer  manages the creat ion, maintenance, and dest ruct ion  of circu its. 

The circu it  layer  a lso manages handoffs —a djustments to the circu it  pa th  

made necessary by CoCo devices changing posit ion .  

A circu it  consists of legs, where each leg uses one link. A circu it  may be in  any 

of three sta tes: 

 C: Closed  (nonexistent ) 

 O: Opening (in  the process of being created) 

 R : R eady (ready for  data  to t raverse it ) 

Circuits a re unidirect ional: the existence of a  circu it  from A to B does not  

imply the existence of a  circu it  from B to A. If B wants to send data  to A, it  

must  establish  a  new circu it  from B to A, separa te from the circu it  from A to 

B. Such a circu it  from B to A may not  follow the reverse pa th of the circuit  

from A to B because some network links may be slower  in one direct ion  than  

the other. 

Circuit Establishment 

When a  node S wants to communicate with  a  node D it  consult s the rout ing 

layer  to determine the best  link for  packets dest ined to D, and sends a  circu it  

establishment  control packet  over  tha t  link. This packet  conta ins the 

following da ta : 

 dest ina t ion  

 QoS requirements 

 Circuit  ID (see Sect ion  3.4.2) 

When a  node A receives a  circu it  establishment  packet , it  checks to see if it  is 

the in tended dest ina t ion . If not , node A forwards the establishment  packet  to 

one of its neighbors and changes it s sta te from C to O. It  determines the link 

over  which  to forward the message by consult ing the rout ing ta ble. If node A 

is the fina l dest ina t ion  (i.e. A and D are the same node), then A sends an  

acknowledgement  packet  back  toward the or igina l in it ia tor  node, S. Each 

in termedia te node, upon receipt  of an  acknowledgement  packet , similar ly 

sends an acknowledgement  packet  a long the circu it  backward toward S. 

When a  node receives an  acknowledgement  packet , the circu it  state changes 

from O to R . When the or igina l in it ia tor  node D fina lly receives an 

acknowledgement  packet  and changes its state to R , the circu it  is fu lly 

established and ready for  S to begin  sending data  packets to D. 
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Circuit Tables 

Each node may be a  par t  of severa l circu its. The circu it  layer  mainta ins a  

circuit table, an in ternal da ta  st ructure tha t  enables it  to associate inbound 

links with outbound links, for  each  act ive circu it  passing through a  node.  

The Circuit  ID (CID) is a  number  that  associa tes packets a r r iving over  a  

par t icular  link with  a  par t icu lar  circu it . The CIDs associa ted with different  

legs of a  single circu it  may be different . For  example, if a  packet  contain ing 

CID = v
1
 a r r ives a t  node N from link l

1
, the circuit  layer  consults it s circuit  

t able to determine that  the packet  should be forwarded a long, say, link l
2
 with 

CID = v
2
. If node N is the packet’s final dest ina t ion , then the circu it  layer  

forwards the data  to a  user  applica t ion  process specified by the endpoint  

address (similar  to a  TCP port ) tha t  appears in the packet  header.  

The circu it  layer  uses the circu it  t able to send cont rol packets as well as da ta . 

Cont rol packets for  opening and closing circu its move in the forward 

d irection, i.e. the direct ion  of data . Control packets for  acknowledgements and 

reset t ing the circu it , if necessary, a re sent  in  the reverse direct ion . The circu it  

t able conta ins sufficient  informat ion  to enable th is. 

Circuit Layer Multipath Support 

It  is possible for  circu its to mainta in  mult iple pa ths between any pa ir  of 

nodes a long the circu it , so in the genera l case, a  circu it  is represented loca lly 

a t  each node by a  set  of incoming and a set  of outgoing legs. This fea ture 

permit s grea ter  t ransmission  opt ions. Since some links have different  

per formance character ist ics (bandwidth, la tency, etc), the circu it  layer  may be 

able to sat isfy user  QoS requirements more eas ily when it  has more links 

from which  to choose. To illust rate, consider  a  circu it  from node W to node Z 

in  the network topology of Figure 8. 

 

7

8

4

3

A

B

C

D

N ZYXW

 

Figure 8: A Multi-path Circuit 

At the node N, the circuit  t able includes the informat ion  that  any da ta  

inbound from A with  CID = 4 or  from B with CID = 3 must  be forwarded to C 

with CID = 7 or  to D with  CID = 8. 

Mult ipath  suppor t  for  circu its enables a  natura l method for  circu it  handoffs. 

If a  node tha t  is par t  of a  circu it  moves from one geographic loca t ion to 

another, the links between it  and the other  nodes in the circu it  may become 

weaker  than  links to other  nearby nodes. When th is happens, the circu it  layer  
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ant icipates the links drop and adds legs to the circu it . In it ia lly, they may be 

redundant , but  they can effect ively replace links that  break due to the 

geographica l movement  of a  node. This enables a  seamless handoff not  only 

from one node to another, but  from a  link tha t  uses one t ranspor t  mechanism 

to another  link that  uses a  different  t ranspor t  mechanism between the same 

two nodes. For  example, a  pair  of nodes A and B may have a  WiFi link and a  

cellu la r  link, and one may st rengthen as the other  weakens. Mult ipath 

suppor t  a lso enables bandwidth  aggregat ion . 

Figure 9 illust ra tes a  network with  a  circu it  established from node W to node 

Z. The ser ies of illust rat ions in Figure 9 show the effect  on th is circu it  as node 

N moves. In  Figure 9a , N has good recept ion  to nodes A and C and none to B 

and D, so the circu it  goes through A and C. As Node N moves, as Figure 9b 

illust ra tes, N sta r t s to receive a  signal from  nodes B and D, but  the signal is 

too weak for  the circu it  to add legs through B and D. When N is equidistant  

from A, B, C, and D (see Figure 9c), the signals to these nodes a re a ll st rong 

enough for  links to form. These links enable new circu it  legs to form from B to 

N and from N to C, which  enhances the bandwidth  ava ilable through N. As N 

moves away from A and C toward B and D, the signals to A and C weaken 

and eventua lly drop, leaving just  the pa th through B and D (Figure 9e). The 

circu it  from W to Z cont inually adjust s to make use of ava ilable links. As 

links form or  break, the circu it  layer  updates the circu it  t ables in  the affected 

nodes. 
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Figure 9: Circuit Layer Handoff Illustration 

Circuit Layer Multicast Support 

The circu it  layer  protocol includes mult i-t ranspor t  da tagram mult icast . 

Mult icast  suppor t  enables da ta  sent  from a single source to mult iple 

dest ina t ions to be t ransmit ted non -redundant ly—h ence more efficient ly —in  

the sense that  only one copy of the da ta  packets is sent  across shared links 

from the source to the dest inat ions. For  example, if A wants to send a  packet  
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to each of B and C in  Figure 10, only one copy of the packet  is sent  a long the 

link from A to X. 

B

C

A X

 

Figure 10: Circuit Layer Support for Multicast 

 

For  messages sent  to many recipients a long paths that  share a  significant  

number  of links, mult icast  support  represents a  substant ia l reduct ion  in  

bandwidth  ut iliza t ion . 

Identity Layer 

The concepts of nam e and location  as they apply to CoCo networks were 

in t roduced a t  the beginning of th is document . As DNS maps names to IP  

loca t ions, so does the CoCo Ident ity layer. Since devices may appear  to change 

loca t ion on  a  regula r  basis, especia lly in ad-hoc rout ing scenar ios, the process 

of name resolu t ion must  survive catast rophic network events. 

Our  peer-to-peer  ident ity management  system provides a  t emporary 

replacement  for  DNS. Such a  system necessita tes a  level of cryptograp hic 

cer ta inty that  responses can be t rusted and quer ies should be processed, so 

CoCo uses X.509-encoded, cha in -signed, PKCS-compat ible cer t ifica tes to 

match  a  public key to a  DNS-compat ible domain  name. For  each cer t ifica te, 

the Ident ity layer  instant ia tes  one secur ity role. 

Distributed Name Resolution 

The naming system is completely decent ra lized and dist r ibuted. It  self-

genera tes when a network fir st  forms and it  self-adjusts when the network 

topology changes. DNS, by compar ison, requires human in tervent ion  to 

update server  IP  addresses and much longer  delays for  such  changes to 

propagate through the network. Names are h ierarchica lly st ructured ASCII 

t ext  st r ings tha t  cannot  be forged. Each device may be assigned a  name when 

it  is or igina lly provisioned. It  is possible to delega te the author ity to assign  

names. For  example, the city of Seat t le may delega te to the police 

commissioner  the author ity to dist r ibute names for  the network devices used 

by members of the Sea t t le Police depar tment . These operat ions a re 

completely externa l to the CoCo network system and are wholly dr iven  by the 

configura t ion  of the cer t ifica te au thor ity. This provides the maximum 

flexibility in  defining secur ity rela t ionships that  can be automat ica lly 

enforced. 
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Hierarchical Structure of the Namespace 

The naming system is hierarchica l. For  example the name 

smith.police.seattle.wa.us implies five logica l t iers of the system as 

represented in  Figure 11.  

Seattle

WA
Police

US

P1 P2
P3

Fire

Dept

Ambu-

lance

  

Figure 11: Exemplary hierarchy of identity 

The expanded h ierarchica l view of the name space in Figure 11 illust rates 

the dominance of loca l network t raffic as it  is fa r  more likely that  nodes of 

similar  ident ity will be propor t iona lly more likely to communicate than  nodes 

of less similar  ident it ies. It  is reasonable to expect , for  example, that  most  of 

the t ra ffic to and from the device with name 

smith.police.seattle.wa.us would involve devices with  names of the 

form *.police.seattle.wa.us more than with  devices with names of the 

form *.police.beijing.china. 

Naming Convergence 

The convergence a lgorithm uses a  ser ies of registration  messages among 

selected nodes in  the network. A node X tha t  wishes to join  the network 

in it ia lly detects the presence of another  node Y and establishes a  link to it  as 

descr ibed in the Rout ing Layer  sect ion . To in tegra te it self in to the naming 

system, node X sends a  regist ra t ion  message to in t roduce it self to Y. Node Y 

then  computes the t ree-rela t ion of the name of node X to the name of node Y, 

with results such  as “parent” or  “child” result ing in  loca l t ree reorganizat ion, 

“descendent” or  “distant” result ing in message forwarding a long the exist ing 

t ree, or  “sibling” which instant iates or  expands a  mult icast  group.  

This constructs a  spanning t ree of names where any t ree element  may also 

represent  a  mult icast  group. Aside from the implied sta te maintenance cost , 

th is a lgor ithm is considered to be academica lly understood and in tu it ive.  

Address Translation Layer 

The elements presented thus far  demonstra te the CoCo Protocol’s ability to 

make use of exist ing Layer  2 and Layer  3 t ranspor ts to const ruct  a  peer -to-

peer  topology with statefu l rout ing to affect  a  da ta -over-voice t ransmission  

system among devices with cer t ified secur ity roles. While this would enable 

custom applica t ion development , CoCo’s perspect ive dicta tes tha t  no feature 
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should necessita te changes to common In tern et  applica t ions such as the web 

browser. This means tha t  a ll control and signaling must  happen through an  

IP-compat ible in ter face. 

IP Compatibility 

Today’s host  operat ing systems are fa ir ly standard in their  reliance upon IP  

sockets, which  in turn  requires that  expansions to the system be delivered in 

the form of network in ter faces. An example from the COTS market  would be 

the common VPN or  Wi-Fi management  software which insta lls a  new 

network dr iver  into Microsoft  Windows or  Debian  Linux. 

The most  common message exchanges are DNS name resolu t ion, TCP or  UDP 

packet  rout ing, ICMP signaling, and IGMP group management . Our  protocol 

stack is capped with  a  t ransla t ion  module to exchange inst ruct ions between 

the host  IP  stack and the mult i-t ransport , mult icast  logica l view of the CoCo 

network. So when a  network circu it  disconnects, we may genera te a  messages 

such  as T CP reset  or  ICMP host unreachable to effect ively inst ruct  the IP  

stack. This is how In ternet  Explorer  and IIS work together  perfect ly over  

CoCo even on a  pa ir  of laptops in a  deser t  with no DNS implementa t ion . 

Network Address Translation (NAT) 

NAT is most  commonly used to proxy mult iple machines on  a  pr iva te network 

through a single ga teway device so that  many users can share one publicly 

routable IP  address. CoCo uses th is exact  t echnology in  a  reversed 

configura t ion  to proxy the ent ire CoCo network through one pr iva te IP  

address range. In  other  words, my machine may a lias the name 

smith.police.seattle.wa.us to a  pr iva te IP  address, say 10.0.0.2, so 

tha t  the system is independent  of any IP  assignment  au thor ity. This avoids 

substant ia l responsibility a t  provisioning t ime and a lso avoids the need for  

on-site configurat ion management  servers. 

 


